Whitelist Configuration Instructions

Return Path Certification Services makes several whitelists available to receivers. Itis
possible to provide decision support and traffic shaping through querying these lists directly.

Return Path sender whitelist support is native within the code of many branded receiving and filtering mail applications.
If not, the Return Path DNS lists are easy to implement because they use the same DNS query/response syntax as other
DNSBL and DNSWL. The only thing to remember is the DNSBL is a block instruction; and the DNSWL is the inverse, a
pass instruction.

The way the Return Path DNS lists work, is a receiver’s server/filter/application simply performs an “a” record lookup
(DNS Query) on the IP address in question and using rules based logic, then passes the message(s) “upstream” with an
instruction to either whitelist and deliver the message to the inbox, or blacklist instructing the message to be blocked by
either bouncing the message or placing it in the bulk folder.

The Return Path whitelists that may be queried openly across public DNS are:

e Safe List
e Certified List

Return Path’s other lists are only accessible by private secure RSYNC, and require application, approval, and license.
Contact us directly to become a data exchange partner and to access the following lists:

e Blacklist
e Sender Score

WHITELIST REQUIREMENTS ZONE ACCESS

Certified List Query openly across DNS, query.bondedsender.org DNS Query or RSYNC
or RSYNC if over 100.000
users

Safe List Query openly across DNS, accredit.habeas.com DNS Query or RSYNC
or RSYNC if over 100.000
users

OTHER

Blacklist Available only by secure NA RSYNC
RSYNC

Only for receivers with over
250.000 users

Sender Score Available only by secure NA RSYNC
RSYNC

Only for receivers with over
250.000 users
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Basic Query Commands
Command Line Queries for Specific IP Addresses
If you wish to do a single DNS lookup to verify that an IP address has been successfully registered as certified then:

Safe List
If 192.168.1.2 was the outbound SMTP IP address, run the following command at either a DOS or Unix prompt:

nslookup 2.1.169.192.accredit.habeas.com
If the address has been successfully registered, the command will display the address “127.0.0.XX.” The last two digits
“XX” in the octet indicate the permission level or class of mail.
Certified List
If 192.168.1.2 was the outbound SMTP IP address, run the following command at either a DOS or Unix prompt:
nslookup 2.1.169.192.query.bondedsender.org
If the address has been successfully registered, the command will display the address “127.0.0.10.”

Integrated Code for Multiple IP Address Queries

If you wish to do multiple DNS lookups to verify if IP addresses are successfully registered as certified then, use the same
DNS query/response syntax as DNSBL/DNSWL style lists.

Given an email sender’s IP address in its dotted-quad form, the octets are reversed and queried. Check lists at least
every hour, caching the results in-between each query. Please do not perform a DNS query for an IP or rsync the list
more frequently than once every 15 minutes.

Safe List
If a mail sender’s IP address is 192.168.1.2, the server/filter using the Safe List would attempt to resolve the address
resource record (A RR) for 2.1.168.192.accredit.habeas.com

The name server for habeas.com will return the address 127.0.0.XX if the address is registered as a Safe sender. The last
two digits “XX” in the octet indicate the permission level or class of mail. If the address is not registered, the nameserver
will indicate that the name is invalid.

XX = one of the following email classes
10 : One-to-one (personal)
20 : Transactional
30 : Confirmed opt-in
40 : Personal Referral
50 : Single opt-in
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Certified List

If a mail sender’s IP address is 192.168.1.2, the server/filter using the Certified List would attempt to resolve the address
resource record (A RR) for 2.1.168.192.query.bondedsender.org.

The name server for query.bondedsender.org will return the address 127.0.0.XX if the address is registered as a Certified
sender. This address is arbitrary, but will not change. If the address is not registered, the nameserver will indicate that
the name is invalid.

Software Code for Automating Return Path List Queries

Code support is provided for the software packages below, click on the software link for the details.

Mail Transport Agents (MTA)

e Postfix

e Sendmail
e Exim

* gMail

Mail Delivery Agents (MDA)

e Procmail
e SpamBouncer

Spam Filters

e SpamAssassin
e Vipul’'s Razor

Web Server Mail Applications
e James Project for Apache

If your software isn’t listed, contact your software provider and us directly with your request for support and together
we can team and help you resolve how to implement the service. If you configure it on your own, we would love to
know what application you developed new code for, and how it worked. We would like to be able to tell others who
might have the same software.

What’s the difference between the two Return Path whitelists?
Both sender lists are whitelists, but because they have different origins and different pedigree, senders on one list are
not necessarily on the other. Query both for inbox placement as both are whitelists for only legitimate permission based

senders.

Regarding special rules, look at the Certified list as a way to provide special treatment for the senders that measure up
to the very best standards, and provide these senders with the privilege of turning gif’s and images on.
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Safe List

Businesses on Safe List are legitimate business enterprises that follow best practices and use well-configured,
authenticated servers.

Receivers can be assured these senders are not malicious and are not trying to deliver viruses, phishing scams or other
malware into their networks or their customer’s inboxes. In turn, receivers can reduce filtering costs by bypassing
gateway filtering or content scanning checks for Safe List members.

The program was acquired by Return Path 2008. It was previously known as the Habeas Safelist.

Recommended Uses:
e Positive inbound connection rates
e Positive spam filtering rule, resulting in positive inbox placement rates
e Positive portal advertiser rating

Certified List

In addition to the email best practices requirements of Safe List, the Certified status requires senders meet a rigorous set
of performance based metrics including very low complaint and unknown user rates, and more. The Certified list helps
to quickly identify the very best senders and reduce false positive rates. From the application process to ongoing
compliance, Certified senders are held to the highest measurable standards.

Receivers can safely enhance the email experience for their subscribers by delivering wanted email to the inbox, and
webmail and desktop email providers can further enhance user experience by safely enabling images and links for
trusted senders. Due to the high standards and continuous reputation performance checks, the Certified list only
attracts and accepts the highest quality mailers.

The program was acquired by Return Path, and revamped entirely. It was previously known as Bonded Sender.

Recommended Uses:
e Positive inbound connection rates
e Positive spam filtering rule, resulting in inbox placement
e Positive portal advertiser rating
e Turnimages on in inbox.
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on each for the details.

Mail Transport Agents (MTA)

Postfix

Postfix is Wietse Venema's mailer that started life at IBM research as an alternative to the widely-used Sendmail
program. Postfix attempts to be fast, easy to administer, and secure. The outside has a definite Sendmail-ish flavor, but
the inside is completely different.

To configure Return Path’s whitelists

1. Creating a rbl_override file
2. Editing the main.cf

http://www.howtoforge.com/how-to-whitelist-hosts-ip-addresses-in-postfix

You will add the following lines to main.cf:

smtpd_client_restrictions = permit_dnswl_client query.bondedsender.org, reject_rbl_client blackholes.mail-
abuse.org, <additional restrictions>

smtpd_client_restrictions = permit_dnswl_client accredit.habeas.com, reject_rbl_client blackholes.mail-abuse.org,
<additional restrictions>

or
Many installations use alternatively use thednsbl-milter, which allows customizing blacklist and whitelist

configurations.
http://dnsbl-milter.sourceforge.net/dnsbl-milter/index.html

= sendmail.org

Sendmail

Sendmail Opensource is maintained by the Sendmail Opensource Consortium and is sponsored by Sendmail, Inc.
Sendmail, Inc. provides anti-spam, anti-virus and policy management extensions and commercial SLA support for the
open source Sendmail MTA.

To configure Return Path’s whitelists

1. Creating a dnswl.m4 file
2. And editing the mc file.
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You will add the following above the first spam filter line.
FEATURE(returnpath—dnswl-certified, ‘'sendmail.bondedsender.org')
FEATURE(reurnpath=dnswl-safe, ‘accredit.habeas.com’)

or
Open-sendmail also has a FEATURE( anfi/rsdnsbl') to achieve roughly the same results
http://open-sendmail.sourceforge.net/.
or
Many installations use alternatively use the dnsbl-milter, which allows customizing blacklists and whitelist
configurations.
http://dnsbl-milter.sourceforge.net/dnsbl-milter/index.html
A==
exim
~—y
Exim

Exim is a message transfer agent (MTA) developed at the University of Cambridge for use on Unix systems connected to
the Internet. It is freely available under the terms of the GNU General Public License.

Exim 4.0x/4.1x Patch
To configure Return Path’s Whitelists

1.

Exim provides flexible support for DNS blacklists and whitelists in its ACL format
Open Exim’s ACL rules.
Find the first spam filtering rule

Add the following line above the first spam filter line to (one or more) Exim’s ACL's (re: "acl_check_rcpt" in
Exim's default configuration)

accept dnslists = query.bondedsender.org=127.0.0.10
accept dnslists = accredit.habeas.com=127.0.0.10, 127.0.0.20, 127.0.0.30, 127.0.0.40, 127.0.0.50,

Save and close

Restart Exim for the changes to take effect.

Retu@ath

© 2009 Return Path, Inc. www.returnpath.net | Created on 7/15/2009 1:33 PM


http://ist.uwaterloo.ca/~dkeenan/docs/sendmail-whitelist.html
http://open-sendmail.sourceforge.net/
http://dnsbl-milter.sourceforge.net/dnsbl-milter/index.html
http://www.exim.org/

Whitelist Configuration Instructions

mail
gmail is a mail transfer agent that runs on Unix. It was written, starting December 1995, by Daniel J. Bernstein as a more
secure replacement for the popular Sendmail program.

gmail Patch
To configure Return Path’s Whitelists:

1. gmail comes with a wrapper program called "rblsmtpd" that handles both RBL blacklists and whitelists. You need
to call this rblsmtpd command with an additional argument in the /var/gmail/run script

2. Locate the following lines

exec /usr/local/bin/tcpserver smtp rblsmtpd \
-r blackholes.mail-abuse.org \
gmail-smtpd 2>&1

3. Change these lines to

exec /usr/local/bin/tcpserver smtp rblsmtpd \
-a gmail.bondedsender.org \

-a accredit.habeas.com \

-r blackholes.mail-abuse.org \

gmail-smtpd 2>&1

4. Recheck the lines making sure that the -a arguments are listed above any -r arguments. In this case, Return
Path’s whitelists would negate false positives generated by the mail-abuse.org dnsbl.

5. Save and close

6. Restart gmail for the changes to take effect.

Mail Delivery Agents (MDA)

Procmail

Procmail can be used with a Mail Transfer Agent to create mail-servers, mailing lists, sort incoming mail into separate
folders/files, preprocess mail, start any programs upon mail arrival or selectively forward certain incoming mail
automatically to someone.

Procmail Patch
To configure Return Path’s Whitelists

1. Download procmail-bsp.sh

2. Install the downloaded file procmail-bsp.sh.
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3. Open your procmailrc config file
4. Add the following lines

# send to default location if the sender is bonded:0 w* ! ? /usr/local/bin/procmail-bsp.shS{DEFAULT}# insert
spam filters here# resort to default:0:5{DEFAULT}
5. Save and close

6. Restart procmail for the changes to take effect.

Take back your mailbox.

@ The SpamBouncer

SpamBouncer for ProcMail

SpamBouncer is a spam filter that is specifically designed to run under Procmail. It filters and classifies your incoming
email, moving spam to a separate folder or deleting it entirely. SpamBouncer also can block spam at the receiving email
server, delete certain types of spam, or send a challenge to senders of blocked email in order to allow them to bypass
the filters.

Spambouncer v1.8+ Additional Patch
SpamBouncer has Return Path’s whitelists support built-in, however you may wish to extend the current configuration.
See

1. The default setting whitelist mail that meets the permission levels of 1 to 1 Personal mail, Transactional mail,
and Confirmed opt-in mail.

2. You may enable additional certified senders sending compliant single opt-in mail within Procmail.
3. Open your procmailrc config file.

4. Find the first line that invokes SpamBouncer.

5. Add the following lines above the SpamBouncer instruction

IBSCHECK=yes
HABEASVERIFIED=01

6. Save and close
7. Restart Procmail and Spambouncer for the changes to take effect

8. SpamBouncer will automatically perform DNS lookups and whitelists email sent by Return Path’s whitelist
members. Email is not subject to subsequent filtering by SpamBouncer.

9. Return Path whitelisted messages will have the following Xheaders added:
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X-SBRule: IP ##t#. #it#. #it#. #it# is in the IBS
X-SBPass: Whitelisted (Ironport Sender Score Certified)

10. Depending on the local settings of Procmail whitelisted email is returned to the mail stream or delivered directly
to the user's inbox.

Spam Filters

-
SpamAssassin

SpamAssassin
SpamAssassin is the broadest open source project for filtering spam. Its code base and set of both Baysian and

Heuristics rules are used in many box spam filter applications.
Spamassassin has Return Path’s whitelist support built-in.
1. Return Path whitelisted messages will have the following one or more of the following Xheaders added:

X-Header: HABEAS_ACCREDITED_SOI
X-Header: HABEAS_ACCREDITED_COI
X-Header: RCVD_IN_BSP_TRUSTED
X-Header: RCVD_IN_SSC_TRUSTED_COI

If an IP address is found to be on one of the Return Path lists, it is treated in the following manner:

e AnIP address certified at the Confirmed Opt-in level (COI) or better (-01, -02, -03 in the case of safe), then
SpamAssassin decreases the message score by -8.

e AnIP address certified at the Single Opt-in level (SOI) or better (-04, -05 in the case of safe or BSP Trusted), then
SpamAssassin decreases the message score by -4.3.

Note Habeas haikus: Habeas stopped using haiku’s approx 4 plus years ago, SpamAssassin, post version 3.1, no longer
checks messages for the presence of the habeas haiku.

H L lE =

AZ0I

Vipul's Razor
Vipul Razor is distributed, collaborative, spam detection and filtering network. Through user contribution, Razor

establishes a distributed and constantly updating catalogue of spam in propagation that is consulted by email clients to
filter out known spam.

The current versions of the Razor client require a patch to use DNS-based whitelists such as Return Path’s whitelist
members.
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Razor 2.20
To configure Return Path’s Whitelists

1. Download razor-2.20-bondedsender

2. Run the:patch -p0 <path-to-site_perl>/Razor2/Client/Agent.pm razor-2.20-bondedsender

path-to-site pearl example:
patch -p0 Jusr/lib/perl5/site_perl/5.005/Razor2/Client/Agent.pm razor-2.20-bondedsender

3. Open your razor configuration file (re: /etc/razor.conf or /etc/razor-agent.conf)
4. Add the following line
"dns_whitelist=razor.bondedsender.org".
“dns_whitelist=accredit.habeas.com".
5. Save and close
6. Restart Razor for the changes to take effect
Web Server Mail Applications
james Project
James Server for Apache

James Server is an advanced fully functional Apache integrated mail server. It is a mailet container and delegates mail
processing to mailets (independent processing agents).

James Server Patch
To configure Return Path’s Whitelists

1. Open the root processor

2. Add the following lines.

<mailet match="InSpammerBlacklist=query.bondedsender.org" class="ToProcessor">
<processor> transport </processor>

</mailet>

<mailet match="InSpammerBlacklist=accredit.habeas.com" class="ToProcessor">
<processor> transport </processor>

</mailet>

3. Restart the Apache James server for the changes to take effect
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