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The Return Path Reputation Network Blacklist

GET MORE INFO Make the most accurate decisions about mail entering your
receiverservices@returnpath.net network while reducing subscriber complaints.
1-866-362-4577 Return Path’s Reputation Network Blacklist is a real-time list of senders

categorized as “worst-of-the-worst” based on our reputation network. Our
reputation network is an open, collaborative network where data from more than
100 million inboxes is collected. The data in our network powers the Reputation
Network Blacklist (RNBL). Leading ISPs have experienced greater than a 25%
reduction in complaints after implementing the Reputation Network Blacklist.

Return Path’s improved Reputation Network Blacklist currently contains 1-2
million IP addresses. The blacklist is compiled using a behavioral predictive
model approach that analyzes more than 600 variables for each sending IP
address. This real time scoring model is unique because it scores IP’s in real
time and incorporates more volume, spam traps, and complaint sources. This
comprehensive methodology combined with rapid zone updates (~ every

10 minutes) offers the most current and accurate sender reputation profiles
available.

Where does Return Path get the reputation data to build the blacklist?

All receivers (ISPs and filtering companies) who participate in Return Path’s
Reputation Network contribute “reputation data” that Return Path analyzes

to power the blacklist and other tools to quickly and accurately separate the
good senders from all the rest. The requested data is non-confidential, based
entirely on aggregate analysis of sender activity. We require no subscriber-level
information. Currently, data from more than 100 million inboxes is collected.

How is the blacklist customized for my network?

Our blacklist model relies on your actual network data along with others who
contribute data so the blacklist blocks the traffic that causes the most serious
problems for your network. Any sender generating abnormally high complaints,
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unknown users, hitting spam traps, etc. on your network is automatically listed on the blacklist. Therefore, the list is
customized to your mail traffic patterns and particularly effective in blocking known problem senders.

What variables are used to compile the blacklist?

Our predictive model looks at 600+ variables, see below for a sample:

e Delivered rate and quantity: How much mail from this IP address was sent and delivered successfully to inboxes.
¢ Rejected rate and quantity: How much mail from this IP address was sent and blocked outright (at the gateway).

¢ Filtered rate and quantity: How much mail from this IP address was sent, accepted by the MTA, but then filtered into a
“junk” or “spam” folder.

e Unknown user rate: How much mail from this IP address was addressed to invalid recipients, and therefore rejected.

e Complaint rate: How much mail from this IP address was reported as spam by recipients, with appropriate safeguards
against outliers and gaming.

e Spam trap hits: How much mail from this IP address was addressed to our spam trap network (addresses which have
never sent or requested any mail, operated either by Return Path or our data partners)

How are inquiries from blocked senders handled?

Return Path handles the support so you don’t have to. Use the blacklist and you don’t have to worry about supporting

the senders at all. We provide a fully staffed customer support desk with a human response to every inquiry with specific
information regarding the listing reason along with recommended solutions. Return Path provides information on _www.
senderscore.org for senders who are blocked based upon the blacklist data. This site allows senders to research their
reputation scores and understand why their IP address(es) are listed. Senders can submit additional inquiries by email that
are handled by our customer support desk.

How are senders removed from the blacklist?

When a sender fixes their email sending problems, they are automatically removed from the blacklist. In addition, a sender
can request an immediate, temporary removal while they investigate and work to improve their reputation.

How do I access the Reputation Network Blacklist?

You can query the blacklist over DNS or if you are a large email receiver, Return Path can provide rsync access to the DNS zone
file. In order to access the blacklist, you are asked to contribute data to the Return Path Reputation Network. Specific details
and access instructions are available upon request, please contact: receiverservices@returnpath.net

The Bottom Line

The comprehensive methodology of the Return Path Reputation Network Blacklist combined with rapid zone updates offers
the most current and accurate sender reputation profiles available in a blacklist.

If you have questions or would like to hear how Return Path can help, please call 1-866-362-4577, or email
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